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TextE xpander security sum m ary
A nsw ers to the questions IT review ers ask m ost often, w ith links to the full details below .

S O C  2 + S O C  3

R eports on request

A E S -256 · TLS  1.2+

A t rest · in transit

N o A I training

N ever on custom er 

content

TX -R A M P  Level 2

C ertified

C O M P LIA N C E

Independent audits TX -R A M P  Level 2, FS Q S  certificate, and regular third-party audits. R eports on request.

H IP A A B A A s for qualified E nterprise plans, at no extra charge. C ustom ers w ho handle protected health 

inform ation get a H IP A A  P roduct C onfiguration G uide.

P rivacy law s G D P R - and C C P A -com pliant, and self-certified under the D ata P rivacy Fram ew ork. S ub-processors 

are published.

D A TA  A N D  E N C R Y P TIO N

H osting and data location D ata is stored on servers in the U nited S tates, on S O C  2 and S O C  3 certified infrastructure.

A I and our content C ustom er content, including S nippet text, is never used to train m odels. Third-party A I providers 

are barred from  training on custom er data. A dm ins can turn off A I features.

R etention and deletion W hen an account ends, data stays available for export for 30 days. E rasure requests are handled 

prom ptly. The D ata D eletion P olicy is available on request.

A C C E S S  A N D  C O N TR O L

S ingle sign-on B usiness: G oogle S S O . E nterprise: S S O  for all providers, w ith guides for O kta, M icrosoft E ntra ID , 

G oogle W orkspace, Jum pC loud, and O neLogin.

P rovisioning S C IM  provisioning and deprovisioning on E nterprise.

A ccount security W ith S S O , sign-in follow s your identity provider's policies, including m ulti-factor authentication.

S hared content S nippet G roups have C an expand, C an edit, and C an m anage perm issions. S hared groups belong 

to the O rganization, so content stays w hen som eone leaves.

P O LIC IE S  A N D  P E O P LE

P olicies and testing Incident response, penetration testing, backup, and disaster recovery policies on request. S taff w ith 

access to custom er data have background checks and security training.

S ecurity questionnaires P aid plans: standard C A IQ  review  and security docum ents. E nterprise: custom  security review .

LE A R N  M O R E

Trust C enter S ecurity P rivacy P olicy Term s of S ervice A I policy H IP A A

w w w .textexpander.com  · sales@ textexpander.com

https://trust.textexpander.com/
https://textexpander.com/security
https://textexpander.com/privacy
https://textexpander.com/terms
https://textexpander.com/ai-policy
https://textexpander.com/hipaa

